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Virtually all employers now keep re-
cords in electronic form. These re-
cords include email, word processing 
documents, spreadsheets, time records, 

building access records, voice mail, faxes and fax 
logs, and scanned documents. By keeping records 
in electronic format, employers inadvertently leave 
electronic fingerprints on every record they touch. 
In the transition from a paper-based to a digital 
world, files that employers once kept in central 
locations have migrated to desktop computers, file 
servers, removable data storage media like floppy 
disks and CDs, mobile computers like laptops and 
PDAs, cell phones, and employees’ home comput-
ers, all of which contain potentially relevant data. 
Each of these file-storage points may or may not 
have been backed up, and the archival backup data 
may be stored onsite, offsite, or even offshore. 
Relevant data may also be found on local or foreign 
internet service providers’ networks, such as Ya-
hoo! or AOL. 

When businesses ran on paper, they destroyed 
unnecessary copies of documents in order to pre-
serve finite file storage space. The records that were 
kept were presumed to be organized in a manner re-
lated to the “ordinary course of business.” With the 
advent of cheap digital storage, businesses became 
less concerned with thrift in preserving documents 
and disciplined record management largely fell by 
the wayside. Now, numerous electronic copies of 
documents are made routinely, distributed widely, 
and forgotten but not deleted. Most of these records 
will be irrelevant, some might be privileged, but 
hidden in the disorganization there may be that 
elusive and explosive piece of evidence that makes 
the plaintiff’s case. 

Not knowing what is hidden in the file, of course, 
causes counsel for the employer to lose sleep.

The Ghost in the Machine: Electronic 
records can often provide proof of the 
employer’s state of mind

There are many legally permissible reasons for 
an adverse employment action such as a demotion, 
transfer or termination. The only illegal motivations 
are those that violate state or federal statutory law 
or which independently constitute common law 
torts. Successful claims that involve employment 
discrimination laws – like claims of intentional 
torts – require the jury to find that the employer 
intended to discriminate against the employee be-
cause of some protected characteristic, such as age, 
gender, race, national origin, religion, or disability. 

For the reasons discussed above, internal email 
exchanges, draft versions of memos or documents 
and other electronically maintained data are a gold 
mine for proof of intent. Not unlike a diary entry, 

these are the source data of proof for motive. These 
records are in pristine form, and unlike an inter-
rogatory response, free of a lawyer’s gloss or spin. 
Moreover, the nature of electronic records – in 
many cases – allows the record to carry its own his-
tory of creation, authorship, and modification. Like-
wise, the media on which the record is stored can 
provide dramatic clues as to what was once there 
but now is gone. In forensic terms, every user inter-
action with a computer leaves behind data related to 
the actions carried out. In many cases, being able to 
prove that a document was deleted or modified, and 
when the deletion or modification occurred, is better 
proof of intent than the document itself. 

Between a Rock and a Hard Drive: The 
employer has a duty to preserve the evidence

An employer in a discrimination case has a duty 
to preserve evidence when the employer is first on 
notice that the evidence is potentially relevant or 
reasonably likely to be requested during discovery.1 

With regard to electronic records, however, em-
ployers have a special problem. Electronic records 
are not physically stable. Digital information is 
easily, often inadvertently, changed, overwritten, or 
obliterated by everyday use of a computer, whether 
it is a single desktop computer or a network. Merely 
starting the computer rewrites files. Opening or 
modifying a file, adding new data onto a hard disk, 
or running disk-maintenance software can alter or 
destroy existing data, without the user’s knowledge. 

Immediately locating and securing the data is 
therefore an important task for plaintiff’s counsel, 
as well. At the earliest stages of representation, 
long before the litigation itself begins, plaintiff’s 
counsel should consider sending a written notice to 
the employer advising the employer of its duty to 
keep the records safe. From the plaintiff’s perspec-
tive, a well-written preservation letter will not only 
help protect “smoking gun” data, it can also send 
the clear message to a prospective employer-defen-
dant that the plaintiff will use the discovery phase 
effectively. 

Plaintiff’s employment lawyers, as a routine 
matter, should include in their demand letter to 
the employer/defendant a request that documents 
pertinent to the client’s employment be preserved.2 
Establishing the duty early on in the claim elimi-
nates the later debate about when the employer 
should have anticipated that a claim may be out 
there and, hence, incurred the duty to preserve data. 
A preservation letter should include at least the fol-
lowing points:
• A demand that the employer secure all files and 

records (including emails and other electronically 
or magnetically preserved records) concerning 
employee’s employment with employer and, if ap-
plicable, his or her separation from employment.
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• A demand that the employer secure all records 
and documents concerning the employee’s pay 
and benefits as well as such records for compa-
rable employees.

• In appropriate cases, a demand that the em-
ployer secure all records of electronic building 
access systems.

• Notice to the employer of the intent to access 
computer network(s) and computer systems 
and to seek the production of documents in 
their electronic form and a demand that original 
electronic data (as opposed to paper copies) be 
preserved. In appropriate cases, this will include 
the demand that the employer make forensically 
sound copies of desktop computer and server 
hard drives, fax machine memory, voice over IP 
network messages, and PDAs.

• A demand that notice be given promptly to the 
person(s) who are responsible for employer’s 
computer network and computer systems and to 
the person(s) who are responsible for employ-
er’s record management program. 

If the employee’s claim proceeds to litigation, 
an important early step in the pretrial process is to 
narrow the focus of discovery. Because an employ-
er’s store of electronic records may be immense, 
the employee’s counsel should get some essential 
background information in order to plan for the 
material discovery requests to come. The inquiry at 
this stage is designed to determine who is in charge 
of the employer’s electronic records, how those 
records are created and maintained, how and when 
data are backed up and where the backup copies 
are kept, whether data are encrypted or password 
protected, whether employees have access to the 
employer’s network from their home computers, 
and other technical details such as the employer’s 
network and desktop operating system(s), types of 
server and desktop hardware, types of email, word 
processing, spreadsheet, and other day-to-day soft-
ware programs, and any custom-built or proprietary 
programs that the employer uses. 

Drinking From The Firehose: The employee’s 
need to tailor discovery requests carefully

The sheer volume of information that may 
be responsive to a request for electronic records 
dictates that counsel for the employee must care-
fully tailor the requests to the particular case. 
While the employee’s counsel will want a broad 
scope of discovery, the realities of budget and time 
constraints should dictate a more narrow search. 
If at all possible, both sides should try to agree on 
a search protocol for electronic records, including 
the sources, key words, names, and date ranges to 
be searched to avoid disputes over the adequacy of 
production later. 

This initial step is contemplated by the proposed 
changes to Federal Rules of Civil Procedure 16 
and 26(f), which establish a process for the parties 
and court to address early issues pertaining to the 

disclosure and discovery of electronic information. 
If the case appears to involve significant electronic 
discovery, these conferences are also opportunities 
for counsel to discuss the deposition, under Rule 
30(b)(6), of the employer’s electronic records cus-
todian or information technology manager.

If, at this stage, the electronic discovery appears 
likely to require actual physical inspection of the 
employer’s computer system, the parties should 
also attempt to agree on a neutral data forensics 
expert to act as an officer of the court to conduct the 
inspection. 

Judicially recognized categories of electron-
ic records

The U.S. District Court for the Southern District 
of New York, in Zubulake v. UBS Warburg LLC 
(Zubulake I), 217 F.R.D. 309, 318-320 (S.D.N.Y. 
2003), broke down electronic data into five catego-
ries, based on the media on which they were stored 
and organized according to the speed with which 
the data may be retrieved: (1.) Active, online data, 
such as information on hard drives; (2.) Near-line 
data, such as data stored on optical discs and re-
trieved using a robotic device; (3.) Offline storage/
archives, such as removable optical disk or mag-
netic tape media, which can be labeled and stored in 
a shelf or rack; (4.) Backup tapes; and, (5.) Erased, 
fragmented or damaged data. Of these, the first 
three categories are typically identified as acces-
sible, and the latter two as inaccessible. The cost of 
retrieving these data, generally speaking, increases 
as the speed of retrieving the data declines.
1. Active, Online Data

These data are the files used in the very active 
stages of an electronic record’s life: when it is being 
created or received and processed, as well as when 
the access frequency is high and the required speed 
of access is very fast, i.e., milliseconds. Records 
that fall within this category would include email, 
current word processing and spreadsheet docu-
ments, and so forth.

Email deserves special consideration in this 
context, because there is nothing like it in the 
“paper” world. Several characteristics of email 
make it problematic. In part, email is problematic 
because there is just so much of it. Communica-
tions that once took place over the phone or at 
the water cooler are now reduced to light, breezy, 
often-misspelled (and therefore hard to search) 
messages. Another problem is that email systems 
are seldom designed for file management and 
retrieval, resulting in relevant email messages being 
saved along with irrelevant and often very private 
personal email messages. These factors combine 
to make computer-based word-searching difficult, 
and screening for relevance and privilege costly and 
time-consuming. But these characteristics of email 
also make it a most attractive target for discovery.

Because email messages are so often written 
in an unguarded, candid, and honest fashion, it is 
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often perceived to offer the mother lode of proof. 
Certainly, few written documents (outside of pri-
vate diaries) provide as clean a view of a decision 
maker’s thought processes. There is, however, an 
often overlooked “hidden” aspect to the day-to-
day electronic records that deserves scrutiny, the 
“metadata” embedded in electronic versions of 
documents. 

For example, any given Microsoft Office file 
may contain the following information stored as 
metadata: the user’s name, initials, and company 
or organization name; the name of the computer on 
which the file was created; the name of the network 
server or hard disk where the user saved the file; 
other file properties and summary information in-
cluding creation, access, and modification dates and 
times; the names of previous file authors; document 
or spreadsheet versions; document or spreadsheet 
revisions; template information; hidden text; and 
comments.3 These metadata are buried within the 
electronic record of the document. The embedded 
metadata can pin down the entire process of the 
document’s creation and reveal much more than 
the paper version of a letter or memo – sometimes 
just the last in a long line of behind the scenes 
discussions of how to spin the situation. Little else, 
including witness memories or deposition question-
ing, can recreate as well the sequence of events of 
when and how the document was created.
2. Near-line Data 

Near-line data typically consists of a robotic 
storage device (robotic library) that houses remov-
able media, uses robotic arms to access the media, 
and uses multiple read/write devices to store and 
retrieve records. Access speeds can range from as 
fast as milliseconds if the media is already in a read 
device, up to 10-30 seconds for optical disk tech-
nology, and between 20-120 seconds for sequen-
tially searched media, such as magnetic tape.
3. Offline Storage/Archives

This is removable optical disk or magnetic tape 
media, which can be labeled and stored in a shelf or 
rack. Offline storage of electronic records is tradi-
tionally used for making disaster copies of records 
and also for records considered “archival” in that 
their likelihood of retrieval is minimal. Accessibil-
ity to offline media involves manual intervention 
and is much slower than online or near-line storage. 
Access speed may be minutes, hours, or even days, 
depending on the access-effectiveness of the stor-
age facility. 

In a perfect world, these offline, archival elec-
tronic files should be organized for identification 
and retrieval of individual documents or series of 
records and, as employers adopt new computer 
systems, the data from older systems should be 
transferred to new media. In reality, though, such 
electronic records management processes are primi-
tive or non-existent in many organizations. Gener-
ally, offline data lacks the coordinated control of 

a computer hard drive, and is, in the lingo, JBOD 
(“Just a Bunch Of Disks”). 

As part of the initial meet and confer process, 
counsel for both sides should make a realistic as-
sessment of the extent to which these files will be 
subject to discovery and how much it will cost to 
make these files searchable. 
4. Backup Tapes

Backup tapes rely on a device, like a tape record-
er, that reads data from and writes data onto a tape. 
Tape drives have data capacities of anywhere from 
a few hundred kilobytes to several gigabytes. Most 
businesses periodically back up their data onto tapes 
for disaster recovery purposes. Often these tapes are 
kept for months on a rotating basis. Data and docu-
ments that have been edited, deleted, or written over 
in the normal course of business may be recovered 
from these tapes or disks.

The disadvantage of tape drives is that they are 
sequential-access devices, which means that to read 
any particular block of data, you need to read all the 
preceding blocks. As a result, the data on a backup 
tape are not organized for retrieval of individual 
documents or files because the organization of the 
data mirrors the computer’s structure, not the hu-
man records management structure. Backup tapes 
also typically employ some sort of data compres-
sion, permitting more data to be stored on each tape, 
but also making restoration more time-consuming 
and expensive, especially given the lack of uniform 
standard governing data compression. Often, special 
programs are required to retrieve the information.

Backup tapes are clearly discoverable, but at least 
one court has ruled that the burden of retrieving the 
information from tape backups is enough to require 
cost-shifting to the requesting party. Zubulake v. 
UBS Warburg LLC (Zubulake III), 216 F.R.D. 280 
(S.D.N.Y. 2003). Counsel should be prepared to 
demonstrate that this discovery is necessary and 
germane to the case. Before the Rule 26(f) pretrial 
conference, the employee’s counsel should deter-
mine whether discovery of backup data is expected, 
and weigh the value of this discovery against its 
likely high cost.
5. Erased, Fragmented, or Damaged Data

When a file is first created and saved, it is laid 
down on the disk storage media in contiguous 
clusters. As files are erased, their clusters are made 
available again as free space. Newly created files 
that are too large to fit in contiguous spaces are 
broken up and randomly placed throughout the disk. 
Such broken-up files are said to be “fragmented,” 
and along with damaged and erased data can only 
be accessed after significant processing.

An examination of erased, fragmented, or dam-
aged data requires an inspection of the data storage 
medium (usually a hard drive) itself. Typically, this 
is not only extremely expensive but exceptionally 
disruptive to the party responding to the discovery 
request. Over the past several years, federal courts 
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have evolved a protocol for conducting this type of 
inspection.4 The procedure typically employs the 
following elements:
• The parties agree on a neutral, third-party expert 

who will actually carry out the inspection as an 
officer of the court. 

• The parties, with the assistance of either their 
own experts or with the assistance of the neutral 
expert, agree on the scope of the inspection, 
including target computers or servers; target 
individuals, departments, or data collections; 
date ranges; search terms; or other scope-defin-
ing criteria. They also agree upon the form of 
eventual production.

• The expert creates a copy of the computer 
data or of the computer media using accepted 
computer forensic procedures that preserve the 
integrity of the original evidence. Usually, this 
involves taking the subject computer off-line 
and making a physical sector-by-sector copy of 
the hard drive.

• Unless the examination requires a search for 
“ghost” images on the inspected hard drive,5 
the expert executes the search on the “mirror 
image” and identifies relevant data according to 
the agreed-upon specifications. If the exami-
nation requires in-depth forensic study of the 
original, then the “mirror image” is returned to 
service in place of the original.

• The expert turns over the responsive data to the 
respondent’s counsel.

• Respondent’s counsel reviews the responsive 
data for relevance and privilege.

• Respondent’s counsel produces relevant, non-
privileged data to the requesting party in the 
form agreed upon by the parties.

It should be noted that the enormous expense 
involved in using forensic data recovery experts, as 
well as the inconvenience caused by their inves-
tigations, have led at least one court to refuse to 
order a “neutral” expert unless the party making the 
request can show that the opposing party has tried 
to mislead the court or has made some substantively 
inaccurate statement regarding the completeness of 
its production.6 

Save The Forest: Electronic records should 
be produced in electronic form

Many electronic records, such as relational data-
bases, email stores, and spreadsheets, are meaning-
less in printed form. The recipient is forced to reen-
ter the data or spend long hours performing manual 
analysis. Moreover, printing a document deprives 
the recipient of its metadata. In this regard, produc-
ing printouts of computer data is so unnecessary 
and evasive that it might be considered an abusive 
tactic. To avoid unnecessary costs and delay, courts 
have ordered production in electronic form even if 
it duplicates prior paper production or involves the 
creation of tapes or disks that did not hitherto exist.

Of course, even if the parties agree to exchange 

computer data in electronic form, there is still room 
for argument over which electronic format the 
data should take. As with most of the other issues 
raised in this article, the best way to resolve these 
problems is by consulting with an expert (once the 
choices of format are known) and by meeting and 
conferring with opposing counsel early in the pro-
cess to establish common procedures and formats 
for the production of electronic information at the 
outset of discovery. Under one of the proposed 
amendments to Rule 26(f), counsel in federal cases 
are required to make the determinations as part of 
their pretrial conference on a plan of discovery.

Out of Order, Chaos: Inadvertent, negligent, 
reckless, and intentional data spoliation
Inadvertent Data Loss

As discussed above, computer operating systems, 
and the Microsoft Windows operating system in 
particular, do not actually erase the file data from 
the hard drive at the time a file is deleted. The 
delete command causes Windows to mark the file 
space as being available by changing one character 
in the file table.7 With that change, Windows itself 
is free to overwrite the file data.8 Over time, the 
chance that an unallocated file space will be over-
written with new data is substantial. Entering data, 
loading software, performing routine system main-
tenance or simply booting a computer can destroy 
files and metadata that are stored on the hard drive 
(e.g., key facts about the data, such as its creation, 
last access, or last modified dates).9 

Thus, an employer who negligently, or merely 
ignorantly, continues to use a computer after it has 
become aware of an employee’s claim can be guilty 
of destroying evidence. Imposition of sanctions for 
spoliation does not require a showing that the evi-
dence was destroyed in bad faith.10 If, however, bad 
faith is present, a court may impose the ultimate 
sanction of striking a party’s pleadings.11 With this 
in mind, the Advisory Committee on Civil Rules 
has proposed alternative amendments to Federal 
Rule of Civil Procedure 37. The first, which appears 
to be the favored version, provides a safe harbor 
from spoliation sanctions for a party that takes 
reasonable steps to preserve electronically stored 
information but loses the information as a result 
of the “routine operation of the party’s electronic 
information system.” A second version, offered 
by the Advisory Committee to inspire debate on 
the matter, provides a much broader safe harbor 
provision, forbidding sanctions unless the offending 
party acted recklessly or intentionally in allowing 
the data to be lost.

At the moment, therefore, an employer may be li-
able for inadvertent spoliation of electronic records. 
In the near future, the employer may have a safe 
harbor, depending upon which, if either, of the 
proposed rule changes takes effect.
Intentional Spoliation

An employer who stands by idly after being put 
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on notice of a legal claim under federal law and 
fails to implement does so at considerable risk. 
This includes the implementation of email retention 
policies of very short duration as a passive way to 
effect the destruction of relevant electronic data and 
documents. An improper, unreasonable or unen-
forceable document retention policy may be viewed 
in the same light as no electronic retention policy 
at all.12 

Within the context of a case involving unlawful 
employment practices, the employer’s duty to pre-
serve electronic records begins when the employer 
is first on notice that the evidence is potentially 
relevant or reasonably likely to be requested during 
discovery.13 

In similar fashion, Virginia courts have held 
that a litigant has a duty to preserve evidence that 
“a reasonable person in the defendant’s position 
should have foreseen . . . was material to a potential 
civil action.”14  

Under either state or federal law, the general rule 
governing the duty to preserve evidence it that a 
party is under a duty to preserve what it knows, or 
reasonably should know, is relevant to the action, 
is reasonably calculated to lead to the discovery 
of admissible evidence, is reasonably likely to be 
requested during discovery, and/or is the subject of 
a pending discovery request.15

A Case Study of Electronic Discovery in the 
Employment Law Context: The Zubulake 
opinions

No meaningful discussion of electronic discov-
ery in an employment case can take place without 
consideration of the groundbreaking case of Zubu-
lake v. UBS Warburg. In that case, which was based 
of a claim of gender discrimination, Judge Shira 
Scheindlin of the Southern District of New York is-
sued a series of opinions ruling definitively on a va-
riety of electronic discovery issues. In Zubulake I, 
217 F.R.D. 309 (S.D.N.Y. 2003) and III, 216 F.R.D. 
280 (S.D.N.Y. 2003), the plaintiff issued a request 
for production seeking “[a]ll documents concerning 
any communication by or between UBS employees 
concerning the plaintiff,” with the term “document” 
defined as including, “without limitation, electronic 
or computerized data compilations.” UBS produced 
350 pages of documents, inclusive of approxi-
mately 100 pages of email. Zubulake was aware of 
the existence of additional responsive email, as she 
herself had produced roughly 450 pages of email 
correspondence. The defendant claimed undue 
burden and expense, and urged the court to shift 
the cost of production to the plaintiff. The Court 
stated that cost-shifting should only be considered 
when electronic data is relatively inaccessible (as 
it was in this case), and considered the eight-factor 
cost-shifting test set out in Rowe Entm’t, Inc. v. Wil-
liam Morris Agency, Inc., 205 F.R.D. 421 (S.D.N.Y. 
2002). 

The Court determined that the application of the 

Rowe factors might in fact result in disproportion-
ate cost shifting away from large defendants, and 
modified the test so that it consisted, instead, of the 
following seven factors: 1) the extent to which the 
request is specifically tailored to discover relevant 
information; 2) the availability of such information 
from other sources; 3) the total cost of production 
compared to the amount in controversy; 4) the total 
cost of production, compared to the resources avail-
able to each party; 5) the relative ability of each 
party to control costs and its incentive to do so; 6) 
the importance of the issues at stake in the litiga-
tion; and 7) the relative benefits to the parties of 
obtaining information. 

The Court ordered UBS to produce, at its own 
expense, all responsive email existing on its optical 
disks, active servers, and five backup tapes selected 
by the plaintiff, determining that only after the 
backup tapes were reviewed and the defendant’s 
costs quantified would the court conduct the afore-
mentioned cost-shifting analysis.

In Zubulake IV, 220 F.R.D. 212 (S.D.N.Y. 2003), 
during the review of backup tapes previously 
ordered, the plaintiff discovered that certain backup 
tapes were missing and certain responsive emails 
had been deleted. Zubulake moved for sanctions 
against UBS for its failure to preserve the respon-
sive evidence. The Court found that the defendant 
had a duty to preserve the missing evidence, as it 
should have known that the emails might be rel-
evant to future litigation (UBS had clear reason to 
suspect that it might be party to a suit by Zubulake 
well in advance of her filing suit). The Court further 
found that UBS failed to comply with its own docu-
ment retention policy, which, had it been followed, 
would have preserved the missing tapes and emails. 
However, the Court stated that despite defendant’s 
culpability for the destruction of the electronic evi-
dence, Zubulake could not prove that said evidence 
would have supported her claims. Thus, the Court 
held that an adverse inference instruction to the jury 
was not appropriate; nevertheless, the Court award-
ed the plaintiff costs for re-deposing witnesses for 
the purpose of gathering evidence regarding the 
destruction of electronic materials and the existence 
of any newly-discovered email.

In 2004, the Court issued Zubulake V, 2004 
U.S. Dist. LEXIS 13574 (S.D.N.Y. July 20, 2004). 
Zubulake V addressed a motion by the plaintiff for 
sanctions against UBS in the form of an adverse 
inference jury instruction for the defendant’s 
continued failure to produce relevant email and 
the prejudice caused to the plaintiff by defendant’s 
delay in producing certain recovered email that was 
ultimately produced by UBS. The Court found that 
UBS had willfully deleted relevant email in contra-
vention of court orders, and granted the motion for 
sanctions, also ordering the defendant to pay costs. 
The Court further noted that counsel was responsi-
ble for coordinating the client’s discovery evidence, 
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and therefore partly to blame for the document 
destruction due to its failure to locate, preserve, and 
timely produce the relevant information. The Court 
stated that “[c]ounsel must take affirmative steps to 
monitor compliance so that all sources of discover-
able information are identified and searched,” and 
that counsel must guarantee that potentially relevant 
information is preserved by placing a “litigation 
hold” on potentially relevant documents, commu-
nicating to employees the import of preservation of 
the documents, and ensure that all relevant archival 
media is identified, segregated, and stored in a safe 
location.

In March, 2005, the most recent Zubulake opin-
ion (“Zubulake VI”), 2005 U.S. Dist. LEXIS 4085 
(S.D.N.Y 2005), was issued, revisiting, among 
other matters, a number of the electronic discovery 
issues that were addressed in prior decisions in 
the case. The Court granted a motion by UBS to 
preclude the introduction of evidence regarding the 
court’s previous decisions in the case, including the 
imposition of sanctions on the defendant, agreeing 
that the previous five decisions were irrelevant to 
the plaintiff’s claims and would unfairly prejudice 
UBS. The defendant also moved to exclude any 
correspondence between counsel on discovery 
matters, arguing that such correspondence was ir-
relevant to the plaintiff’s claims and to the adverse 
inference jury instruction. The Court observed that 
the adverse inference instruction stated, in perti-
nent part, “You may also consider whether you are 
satisfied that UBS’ failure to produce this informa-
tion was reasonable.” In light of the instruction, 
the Court held that the plaintiff would be entitled 
to introduce correspondence between counsel on 
discovery matters if the defendant opened the door 
by introducing evidence as to whether the failure to 
produce was reasonable. If UBS declined to offer 
proof that the failure to produce certain email (or 
late production of other email) was reasonable, the 
plaintiff would not be allowed to introduce any of 
the correspondence between counsel in her case in 
chief. UBS further sought to preclude the introduc-
tion of evidence concerning its failure to preserve 
the aforementioned backup tapes. The Court noted 
that the destruction of the tapes might be relevant to 
the defendant’s justification for failing to produce 
certain emails; however, the Court concluded that, 
again, Zubulake would be permitted to introduce 
evidence of backup tape destruction “if, and only 
if,” UBS opened the door to such evidence. Fi-
nally, the Court granted the defendant’s motion to 
preclude testimony from its counsel at trial, since 
the plaintiff had indicated that she intended to 
elicit testimony from UBS’ counsel regarding the 
preservation of emails and backup tapes. The Court 
reasoned that “the risk that privileged communica-
tions could be probed during trial is arguably too 
great to permit plaintiff to call opposing counsel to 
testify,” and that plaintiff did not appear to have any 

legitimate need for calling opposing counsel in light 
of the extensive discovery on the issue electronic 
preservation and retention.

In April 2005, U.S. District Judge Scheindlin 
instructed the jury to assume that emails UBS 
discarded after Zubulake filed her EEOC complaint 
would have hurt the bank’s case. Following a trial 
in which the compensatory and punitive damages 
portions were bifurcated, the jury awarded $9.1 mil-
lion in compensatory damages and $20.2 million in 
punitive damages in favor of Zubulake and against 
UBS. It is fair to surmise, under these circumstanc-
es, that UBS’s destruction of evidence played a role 
in the calculation of the punitive damages award.

Conclusion
Electronic discovery has overtaken traditional 

discovery in large cases and, before much longer, 
will overtake traditional discovery in almost every 
case, as society trends away from paper docu-
ments and more and more information is created 
and stored digitally. The Federal Rules of Civil 
Procedure are being amended for the purpose, by 
and large, of placing a greater burden on counsel 
to anticipate and proactively resolve discovery 
disputes during the early meet-and-confer stages 
of litigation. In this regard, the attorney who has 
the better understanding of how electronic records 
work will have the advantage in shaping the course 
of the lawsuit. 
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Increasingly, and particularly in cases involving employees 
who telecommute or who have access to an employer’s computer 
system, an employee’s use of the employer’s computer system 
both pre- and post-termination will likely be subject to intensi-
fied scrutiny once the employer becomes aware of the employee’s 
claim. Some employees may engage in self-help prior to seeking 
a lawyer’s assistance and investigate the employer’s computer 
network for evidence of employer wrongdoing. If this is the case, 
counsel for the employee should look closely at his or her client’s 
behavior, prior to proceeding, to determine whether the employee 
is exposed to criminal or civil liability. 

The preservation of potentially relevant electronic evidence is 
not the only issue confronting the legal field as data are increas-
ingly stored in electronic form; more and more confidential data 
are among that retained electronically, and as a result, it is rela-
tively simple to access and download or otherwise obtain such 
confidential information without consent or permission. Virginia 
Code §§18.2-152.2-152.15 creates criminal penalties and civil 
causes of action for Computer Fraud (§18.2-152.3); Computer 
Trespass (§18.2-152.4); Computer Invasion of Privacy (§18.2-
152.5); Theft of Computer Services (§18.2-152.6); and Personal 
Trespass by Computer (§18.2-152.7). Civil remedies are found at 
Va. Code §18.2-152.12, and include damages (including but not 
limited to lost profits) and costs of suit. The statute makes clear 
that the use of this action does not limit the use of other civil rem-
edies – for instance, violation of the Act would clearly constitute 
an “improper method” sufficient to support a claim for tortious 
interference with an at-will contract.

The Act remains relatively untested at this time, with scant 
case law to define the Act’s parameters. Of the civil cases apply-
ing the Act, several offer more salient decisions. In Perk v. Vector 
Resources Group, Ltd., 253 Va. 310 (1997), the Virginia Supreme 
Court held that an attorney hired by a hospital for collections 
work stated a claim under the Act sufficient to overcome demur-
rer by alleging that after the termination of his relationship with 
the hospital, another firm misappropriated a computer program 
that he had designed to perform his collection responsibilities. 
The Fairfax Circuit Court provided an expansive interpretation 
of the Act in S.R. v. Inova Healthcare Services, 49 Va. Cir. 119 
(Fairfax Co. 1999), when it overruled a demurrer to a civil claim 
by a patient alleging computer invasion of privacy. In that case, 
the employees of one hospital allowed nurses from another hospi-
tal to access computer records pertaining to the patient’s medical 
care. In contrast, however, the Court’s ruling in McGladrey & 
Pullen, LLP v. Shrader, 62 Va. Cir. 401 (Rockingham Co. 2003), 
constricted the power of the Act by sustaining a demurrer to puni-
tive damages under the Act because the Act contains no specific 
provision for punitive damages. As of the date of this writing, no 
other court has ruled on this issue, leaving this tiger, at least for 
the present, short a few teeth.

Computer Trespass is a Class 3 misdemeanor (and a Class 1 
misdemeanor for reckless disregard resulting in property damage 
of up to $2,500; a Class 6 felony for malicious property damage 
of $2,500 or more). It is also the basis for a civil action pursuant 
to §18.2-152.12. Included in the definition of Computer Trespass 
are: temporarily or permanently removing, halting, or otherwise 

disabling any computer data, computer programs, or computer 
software from a computer or computer network; altering or 
erasing any computer data, computer programs, or computer 
software; making or causing to be made an unauthorized copy, in 
any form, including but not limited to, any printed or electronic 
form of computer data, computer programs, or computer software 
residing in, communicated by, or produced by a computer or 
computer network. In CigarCafe, L.C. v. America Online, Inc., 
the Alexandria Circuit Court noted that under the Computer Tres-
pass component of the Act, any person that uses a computer or 
network beyond his or her authority may be liable for computer 
trespass. However, where the owner of a computer network de-
prives a customer of benefits of or access to the network, this may 
constitute a breach of contract, but is not a computer trespass. 50 
Va. Cir. 146 (City of Alexandria 1999).

The Virginia Computer Crimes Act defines “computer” as 
“an electronic, magnetic, optical, hydraulic or organic device 
or group of devices which, pursuant to a computer program, to 
human instruction, or to permanent instructions contained in the 
device or group of devices, can automatically perform computer 
operations with or on computer data and can communicate the 
results to another computer or to a person.” Conceivably, this 
definition classifies as a computer everything from a PC to a cell 
phone to a late-model car. The definition of “computer data,” 
likewise, is very broad, encompassing “any representation of 
information, knowledge, facts, concepts, or instructions which 
is being prepared or has been prepared and is intended to be 
processed, is being processed, or has been processed in a com-
puter or computer network. ‘Computer data’ may be in any form, 
whether readable only by a computer or only by a human or by 
either, including, but not limited to, computer printouts, magnetic 
storage media, punched cards, or stored internally in the memory 
of the computer.” The Act goes on to define the terms “computer 
network,” “electronic mail service provider” and “person.” Under 
the definitions provided in the Act, printouts, computers, personal 
digital assistants (PDAs) and even data stored on cellular phones 
are protected. As the field of e-discovery continues to be shaped 
by legislation and court rulings, the definitions provided in the 
Virginia Computer Crimes Act may well provide guidance to Vir-
ginia courts seeking to establish electronic discovery precedent.

Rebecca Royals 

The flip side for employees:  Virginia Computer Crimes Act


